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Market Cyber Security Framework
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Cyber Defense Methodology
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an organization 1.0

CYBER DEFENSE
METHODOLOGY FOR
AN ORGANIZATION 2017

7NIW" 110 "MIN?N 12"0N VN 4
TMIN'7T1 12700 YN




Recent Attacks
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Shirbit hack serves as a
wakeup call to every financial
company

What's next for Shirbit and the insurance sector after
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Cyber attacks again hit
Israel’'s water system, shutting
agricultural pumps
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Winter is coming
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Cyber Defense Doctrine
1{o]§
an organization
2.0

2021
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El secreto de una
obra es 10% de
INnspiracion y 90% de

transpiracion.

Mario Vargas llosa
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Organization Defense 2.0 - Principles

« Management's Responsibility.
« Defense from the Adversary's View.

A defense based on Israeli knowledge and
experience.

 Defense in accordance with the potential
damage.

« Defense based on depth of implementation.
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Structure

Municipality

Hospital

Academic Institution
Government ministry
Software house

Computer services provider

Small law firm

Small accounting firm

Small printing house
Small document translation company
Small factory
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Organization Defense - Planning

Planning:

Stage 1: mapping the defense objectives

Planning: defense objective planning, risk
assessment, existing control inspection,
devising a project plan.

A v

Execution: Keeping
process } up-to-date:
development, continuous
systems setup, assessment
organizational & monitoring.
integration.

Stage 2: required defense level

Stage 3: the right defense
Stage 4: defining existing defense gaps

Stage 5: Work plan
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Organization Defense —
Control Families

Responsibility of management and .
board of directors Risk management Id e nt | fy

aaaaaa k assessment

Access control

Information protection PrOteCt
o ra I I l eWO r Cloud computing

Defending protection objectives

Protection of workstations and servers
Phuysical and environmental protection
The human factor

- Tailored Control Families

- Specific controls, based on - P
pest international and

(mapping) Collecting and protecting artifacts
Central monitoring system Analysis

Incident management Respon d

sraell experience and ==
Knowledge.
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Organization Defense -
Information Layers

— Multi-level Interpretations
(C-Level Business Risk, CISO, IT).

— Cyber Kill Chain stage.

— The level of risk where the
control should be applied
(Levels 1-4).

— Link to INCD services
(CERT, Guidance, Regulation, Intel etc...)
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Organization Defense -

Work Plan -
Probahility [P) 4 3
I intensity (1)
13 10
System C
12 9
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System B

System D
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Organization Defense - Toolkit

Best Best Best Best
Practice Practice Practice
a B

Best
Practice
C 1}
Professional

Practice—1—

E
Extensions

i
i
Defense methodology
For example:
SECure
develapment,
working

for an organization / cyber
in a clowd

environment,

autSourcing

and supply
chain, business
continuity etc.

Perception
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YUVAL Platform and certification scheme
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Why NIST CSF

- Common Language
_ SIS |dentify
Local Protect
- International
. Framework
 Enables tailoring

Central monitoring system Analysis

" Incorporated into methodology
and regulation

Balanced Focus

Cybersecurity POV
- Vs auditors POV
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What’s Next?

- International CSF-based y
certification e S

- NIST Al Framework

- Continuous BP and updates
" In YUVAL system
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Muchisimas gracias

Aviram Atzaba
Executive Director
Strategy & International Cooperation

Israel National Cyber Directorate
atzaba@cyber.gov.il

israel
International
Cyber Strategy

Int.e‘rnational Engagement for Global Resilience
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