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Our Mission

INCD 
Mission

Defense
Ensure a safe and 
durable cyber sphere

Leadership
Promote Israel 
posture as a Cyber 
world leader
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Market Cyber Security Framework
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Cyber Defense Methodology
for 

an organization 1.0

2017
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Recent Attacks
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Winter is coming
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Cyber Defense Doctrine  
for 

an organization
2.0

2021
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Mario Vargas Ilosa
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Organization Defense 2.0 - Principles

•

•

•

•

•



מערך הסייבר הלאומי   10

Structure



מערך הסייבר הלאומי   11

Organization Defense  - Planning
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Organization Defense –
Control Families
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Organization Defense  -
Information Layers

– Multi-level Interpretations 
(C-Level Business Risk, CISO, IT). 

– Cyber Kill Chain stage.

– The level of risk where the 
control should be applied 
(Levels 1-4).

– Link to INCD services 
(CERT, Guidance, Regulation, Intel etc…)
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Organization Defense  -
Work Plan
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Organization Defense - Toolkit
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YUVAL Platform and certification scheme
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Why NIST CSF
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What’s Next?
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