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The open nature of the Internet creates the ability to connect multiple devices, systems, applications 
and services at a scale that transforms the way in which we interact with the environment and our 
society. The Internet of Things (IoT) has an enormous potential to improve the world. The projections 
of the impact of IoT on the Internet and on the global economy are impressive. It is estimated that in 
2020, there will be 38.5 billion devices of this kind,  which can be used for a wide variety of activities. 

Definition of the Internet of Things (IoT)

According to the International Telecommunication Union (ITU), IoT can broadly be considered as a 
notion with technological and social repercussions. It can be seen as a global infrastructure at the 
service of the Information Society, which is conducive to the provision of advanced services through 
the interconnection (physical and virtual) of things, thanks to the interoperability of present and future 
Information and Communication Technologies. In addition, thanks to the identification, acquisition and 
processing of data as well as to its communication capabilities, IoT uses things to offer services to all 
types of applications while guaranteeing total compliance with safety and privacy requirements. 

Importance of working on the security of IoT

IoT provides endless opportunities for individuals and companies. However, with billions of IoT systems 
and/or devices in use, a number that is continuously on the rise, working on security is even more 
critical because non-secure systems and/or devices may serve as access points for cyberattacks, affect 
trust and result in damages. Understanding the growing impact that security has on the Internet, the 
devices themselves and the various types of consumers is necessary to protect the future of IoT. 

In this regard, the purpose of this document is to generate recommendations that will help IoT systems 
and/or devices to be secure from the moment they are designed, by default, making it easier for people 
to be more informed and secure in the digital world. 

II. INTRODUCTION
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Starting point 

To generate this document, a process was carried out at the national level 
where over 60 people from the most diverse sectors of activity participated 
in in-person meetings and collaborative work online  to collect contributions 
from all interested actors. 

The work was based on the following premises: 

People must be at the center of every possible solutions.

Responsibility must be shared between everyone involved.

The protection of privacy and personal data must be considered since the design and by default.

Awareness campaigns must be implemented to specific audiences considering the most vulnerable group of 

people. 

There are many challenges that must be worked out, global cooperation is essential for a truly effective security 

of the network and consumers. 

It is necessary to focus on the entire life cycle of systems and/or devices.

New actors involved in the IoT ecosystem may have little or no prior experience in cybersecurity.

It is essential to promote a culture of cooperation among the various actors involved.
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IoT encompasses a rapidly changing area in terms of new abilities and new security issues that are 
constantly being discovered. Best practices and standards for the security of IoT systems and/or devices 
are still emerging and are being analyzed by various organizations at a global level.  

IoT is a series of interconnected systems and/or devices, including software and hardware, such as 
sensors and platforms. They provide several types of services. All parts must be protected, and this 
requires a layered approach to security. 

Internal and external security must be addressed. IoT systems and/or devices may be attacked, affecting 
the privacy and security of the consumer, but third parties may also be affected, as well as other systems 
and/or devices. 

The security of IoT systems and/or devices is a global concern and the security of one person impacts on 
the security of everyone else. 

Security should start at the design stage and continued throughout the whole life cycle of the system 
and/or device. Security is  more effective when it is included in the process from the start till the end of 
the life cycle. 

Timely, verifiable and effective patches and updates are a critical factor for addressing security 
vulnerabilities throughout the life cycle of these systems and/or devices.

It is paramount to investigate, report and communicate the vulnerabilities. 
Investigators have a very important role to play in testing security and 
warning about any weaknesses that are discovered. 

The systems and/or devices vary in their privacy practices. Some are more 
recommendable than others, and it is crucial to adopt security measures in 
all layers. 

III. GENERAL        
CONSIDERATIONS
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The various challenges present should be identified in order to work toward mitigating them.

Economy favors weak security. Competitive pressures to reduce market release times for systems and/
or devices and to lower costs has resulted in fewer resources being assigned to security. In addition, the 
commercial value of data encourages its accumulation, which goes in contradiction of good practices 
and against the protection of privacy and personal data. 

There are currently very few mechanisms to signal and compare the security level of the different 
systems and/or devices (for example, through classifications), as there are no internationally accepted 
standards for labeling levels of security. 

IoT systems and/or devices are complex and each part must be secure. Different components can be 
under the control of several actors and in various jurisdictions, making it difficult to achieve a unique 
and coordinated solution. 

The security support should be maintained. Devices and/or systems require security updates to be 
protected against vulnerabilities. 

Consumers tend to have little knowledge of the security of IoT systems and/or devices, which affect their 
ability to take security into account in their purchasing habits and to 
configure and maintain the security of their systems and/or devices. 

Security incidents can be difficult to detect and address by consumers. 
In many cases, the effects are not obvious. 

Existing legal responsibility mechanisms are unclear or are not 
adapted to the needs that IoT demands. If this is not addressed, it will 
be final consumers who are ultimately the most damaged. 

IV. CHALLENGES 
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All actors have a very important role in the IoT security.

Many challenges must be worked out. Looking for global solutions and cooperation are essential for the 
security of the network and consumers to be truly effective. 

In this regard, as the main courses of action, it is proposed to work toward protecting consumers and 
network resiliency. 

   Consumer protection

Generating trust and clear rules in the IoT ecosystem facilitates development and innovation, produces 
benefits and clarity, and promotes the universalization and mass production of IoT systems and/or 
devices in a secure context. 

Main lines of action identified

Possible actions are proposed below on which it would be desirable to work to protect consumers of IoT 
systems and/or devices.

Consumer education and awareness. Development of capabilities and specific awareness-building on the 
topic. Understanding the importance of addressing certain aspects in order to be able to evaluate the 
security in their IoT systems and/or devices.

Risks. Ability to identify and understand current or potential risks.

Good practices guide. Understanding of good security practices.

Management of updates and patches. Knowing the measures that should be adopted so that the system 
and/or device is updated correctly and in a timely manner.

Data privacy policy. Comprehensible and easy to access.

Security starting with the design and by default. Ability to use them confidently. Robust access control, 
use of security protocols for communications and the possibility to block ports.

Consumer data protection. Protection of data throughout the entire chain and in all the layers.

V. COURSES OF 
ACTION
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Minimization of data. Limit the amount of data obtained by the systems and/or devices to those that are 
necessary for their operation.

Consumer service. Access to sites where consumers can find information and assistance for addressing 
any issues that may arise.

Consumer prevention. Mitigate any threats that are detected.

Terms and conditions. Easy to access and easy to understand.

Connection of IoT systems and/or devices to the Internet. Understand whether or not it is necessary for 
the system and/or device to be permanently connected to the network.

Accountability. Understand the specific responsibility of each one of the actors of the chain.

Classification system.  Consumers must be able to easily identify the degree of security of the IoT system 
and/or device.

Network resiliency

The number of IoT systems and/or devices is constantly growing at a rapid pace, 
which makes them more attractive as the target of cyberattacks or as a means to 
execute them. 

These systems and/or devices may have a presence in several areas of activity, 
requiring specific attention and measures, depending on the degree of experience 
of whoever is using them, as well as the potential risks. 

In this regard, it is important to protect network infrastructure against new and potential threats, given 
that the systems and/or devices can affect: (i) consumers, if they breach privacy, security and even if they 
interfere in their use; (ii) other devices that are connected to the network; (iii) the network itself, if they 
affect trust and discourage its use; and (iv) the stability, security and resiliency of networks in general.

The most vulnerable systems and/or devices are those that are continuously connected to the Internet. 
In addition, people generally don’t have the technical knowledge necessary to know how to protect them 
properly, and this generates an eventual access point that might result in a breach of other systems and/
or devices. 

Main lines of action identified

Possible actions are proposed below on which it would be desirable to work in order to protect network 
resiliency.

Risks. Identify the threats and vulnerabilities that may be associated with IoT systems and/or devices. 
Search for ways of mitigating the various risks that are identified.
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Communication with the user. Inform and communicate, adapting the message to the target audience.

Passwords. Avoid using universal passwords by default. Attempt to make an initial password modification 
mandatory in order to perform and to use secure passwords. 

Manage vulnerabilities. Report any vulnerabilities that are detected, promoting points of contact where 
they can be informed. Perform audits and monitor security events. Share knowledge and promote 
communication of the findings. Act in a timely manner and in coordination, as this helps to reduce 
vulnerabilities.  

Update. Keep the software updated.

Data protection. Properly store login credentials and information. Activate the encryption of information 
and/or systems whenever it could be possible.

Security by design. Design and implement mechanisms to test the levels of security and protection, 
minimizing the exposure to attacks. Design the systems to be resilient against network faults. 

Data storage. Pay attention to the information that is collected and limit it to what is strictly necessary. 
Facilitate the elimination of data, system updates and system and/or device maintenance.

Fault reporting. Configure or enable rules for detecting anomalies, which should notify the administrator 
and/or user and/or the manufacturer, when possible.

Predetermined configuration. Recommend to manufacturers that they adopt certain measures or security 
checks to accredit the security of the device. Be capable of correctly and securely configuring the 
systems and/or devices.

Backup. Allow security events to be stored in external repositories and avoid the loss of events.

Global cooperation. Global cooperation, given that digitalization and network security involve and might 
affect everyone. It is essential to develop global standards that facilitate technical interoperability and 
regulatory coherence, providing clear rules, predictability and transparency.
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IoT provides endless opportunities to everyone. It presents potential risks that should be 
identified in order to work toward mitigating them. 

The number of IoT systems and/or devices is constantly growing at a rapid pace. Therefore, 
multistakeholder work is essential in order to fully understand and consider the growing 
impact of IoT security. 

To protect the future of IoT, it is essential for the different stakeholders to coordinate 
actions and constructively contribute to achieving solutions at a global level that will protect the network and 
people against potential threats. In this regard, it is recommended to closely follow other national, regional and 
global processes that may serve to replicate collaborative and joint actions. 

Trust is essential for the sustainability and global drive of the Internet and networks in general. Building secure 
ecosystems that reduce risks and generate safeguards, as well as providing different information mechanisms so 
that consumers can make informed decisions when purchasing equipment or systems, are crucial for their proper 
development.

In light of the above and considering international standards and recommendations , it is desirable to work on a 
security framework and to develop tools and processes that will allow integration and support, placing people at 
the center.

VI. FINAL                   
CONSIDERATIONS 
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